Skeleton template for use in proposing vulnerabilities

	8.<x> Web Root Data

8.<x>.1 Description of application vulnerability

The product stores sensitive data, objects, code, or other entities in a directory or other container that is accessible to an attacker. 

8.<x>.2 Cross reference

CWE:
219. Sensitive Data Under Web Root
433. Unparsed Raw Web Content Delivery

8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

Raw content or supporting code is stored under the web root with an extension that is not specially handled by the server such as ".inc" or ".pl", causing the content or code to be delivered to the user without the pre-processing that was expected, typically resulting in an information leak. 

8.<x>.5 Possible ways to avoid the vulnerability

Compartmentalize your system to have "safe" areas where trust boundaries can be unambiguously drawn. Do not allow sensitive data to go outside of the trust boundary and always be careful when interfacing with a compartment outside of the safe area.

Avoid storing information under the web root directory.

Access control permissions should be set to prevent reading/writing of sensitive files inside/outside of the web directory.

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 

	


