Skeleton template for use in proposing vulnerabilities

	8.<x> Value Problems

8.<x>.1 Description of application vulnerability

The software does not properly handle the case where the number of parameters, fields or argument names is different from the number provided. 

8.<x>.2 Cross reference

CWE: 

230. Missing Value Error

231. Extra Value Error

8.<x>.3 Categorization

See clause 5.?. <Replace this with the categorization according to the analysis in Clause 5. At a later date, other categorization schemes may be added.>
8.<x>.4 Mechanism of failure

The software does not properly handle the case where the number of parameters, fields or argument names is different from the number provided.  In the case of too few, a parameter, field or argument name is specified, but the associated value is empty, blank or null.  Alternatively, in the case of too many, more values are specified than expected.  This typically occurs in situations when only one value is expected.

8.<x>.5 Possible ways to avoid the vulnerability

Before using input provided, check that the number of parameters, fields or argument names provided is equal to the number expected.

8.<x>.6 Assumed variations among languages

This vulnerability description is intended to be applicable to languages with the following characteristics:

<Replace this with a bullet list summarizing the pertinent range of characteristics of languages for which this discussion is applicable. This list is intended to assist readers attempting to apply the guidance to languages that have not been treated in the language-specific annexes.>
8.<x>.7 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

<Replace this with a bullet list summarizing various ways in which programmers can avoid the vulnerability or contain its bad effects. Begin with the more direct, concrete, and effective means and then progress to the more indirect, abstract, and probabilistic means. 


