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This is one of a series of information documents designed to provide interested parties with a better appreciation of Bill C-54, the federal government’s proposed new legislation to protect personal information used for commercial purposes within the private sector in Canada.

Other documents in this series will include:

· Backgrounder and analysis of Bill C-54

· Review of Presentations to the Industry Committee

· Analysis of changes to Bill C-54 and implications for consumers and business
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Most of the information presented in this document has been obtained from the public record of Parliamentary proceedings into Bill C-54 and other public documents.  Sources for this information are documented to the extent possible.  Where analysis is offered, this is clearly indicated.  Analysis represents the opinions and views of Murray Long Communications & Policy Consulting (the Author).  The intent of such analysis is to provide readers with a greater understanding of the background and scope of the issues presented.  The Author makes no claims as to the reliability and accuracy of any statement of fact or analysis presented herein, and will accept no liability or responsibility regarding its accuracy.  Readers are encouraged to seek qualified legal advice on points of law or matters of interpretation.
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Parliamentary Response to Bill C-54 in 

Second Reading

Introduction

Bill C-54, the short title of which is Personal Information Protection and Electronic Documents Act, was introduced in Parliament on October 1, 1998 by Industry Minister Manley.  The bill entered second reading on Monday, October 19 and passed second reading on Tuesday, November 2, 1998 by a vote of 209 to 46.  The bill was then referred to the Industry Committee for examination, discussion and the hearing of presentations by interested parties.
Only members of the Bloc Québécois and New Democratic Party voted against the bill at second reading.  Nevertheless, during debate some members of other parties (Liberal, Reform and Progressive Conservative) expressed concerns about the wording of the bill.  
This summary is intended to provide readers with a better understanding and analysis of the critical comments on Bill C-54 so far.

Membership of the Standing Committee on Industry 

The bill will likely be reviewed by the Industry Committee beginning around the end of November 1998 (dates still TBD).  The Industry Committee consists of 16 members, representing the following parties.  Those who spoke on Bill C-54 in the House of Commons are indicated with an asterisk.

Liberal
Opposition

   Susan Whelan – Chair
* Rahim Jaffir – Reform – Vice Chair

   Eugène Bellemare – Vice Chair


   Sue Barnes
   Eric Lowther -Reform

   Marlene Jennings
   Jim Pankiw - Reform

   Stan Keyes
* Antoine Dubé - BQ

* Walt Lastewka
* Francine Lalonde – BQ

   Ian Murray
   Chris Axworthy - NDP

   Janko Peric
* Jim Jones - PC

* Alex Shepherd


* Spoke to Bill C-54 during second reading.  

In the analysis that follows, the views of members of the Industry Committee, as well as the views of other MPs and the collective positions adopted by the various parties are presented to the extent practical.  

NB.  This document makes extensive use of footnotes.  When using Microsoft Word, these footnotes can be automatically pulled up on-screen by placing the cursor over the corresponding footnote number.  

General Observations

Despite vehement opposition to this bill by the Bloc Québécois and qualified opposition by the New Democratic Party, there is no doubt that Bill C-54 bill will eventually be enacted as legislation.  The Bloc opposes the bill primarily because of a perception that the bill would interfere with Quebec’s existing private sector privacy legislation and reduce the level of personal information protection Quebec citizens currently enjoy.  Moreover, the bill does not go far enough in extending privacy protection outside of the domain of commercial activity.  The NDP believes the government should use the enactment of electronic commerce/privacy legislation to address inequities in access to the information highway, to address the potential unemployment that will arise from a shift towards electronic commerce, and to ensure that law enforcement agencies have the powers necessary to monitor use of cryptography that could further enable the growth of hate crime, child pornography and other criminal activity.

The Reform Party and the Progressive Conservative Party give tacit support for the bill, raising primarily warnings about the costs on small business of greater regulation, the need to ensure a fair taxation policy, and the need to eliminate disincentives or artificial incentives in the borderless world of electronic commerce.   

Nevertheless, all parties, including one Liberal member, raise concerns about the degree of flexibility incorporated in the CSA Code, which is included as Schedule I in the legislation.  There is a perception by some parties that this code was developed primarily by business for business, and there appears to be a great deal of discomfort with CSA clauses that use the word “should” as a recommended, but not mandatory, course of action.  Further review of these concerns, however, shows that many arise from a misunderstanding or misinterpretation of the code, or the taking of statements out of context.

During the Industry Committee review of Bill C-54, the greatest attention will likely be focussed on the wording of Schedule I.  

Views of the Liberal Party

Liberal members speaking on Bill C-54 included two members of the Standing Committee on Industry, Walt Lastewka (, St. Catharines – Parliamentary Secretary to the Minister of Industry) and Alex Shepherd (Durham).

In addition, three other Liberal members, John Bryden (Wentworth—Burlington),

Wayne Easter (Malpeque – Parliamentary Secretary to Minister of Fisheries and Oceans,), and Lynn Myers (Waterloo—Wellington) spoke to the bill.  

The Liberal members generally spoke in favour of the bill commenting on the tremendous growth potential of electronic commerce, the need to overcome consumer fears of using the internet
 and the need to protect personal information, particularly sensitive medical information, from misuse. 

Liberal speakers reviewed the genesis of Bill C-54 as responding to Canadian desires for light, flexible and effective legislation that provides meaningful recourse for consumers.  

The only Liberal member who raised problems with the bill, stating that these should be addressed in committee, was John Bryden.
  Mr. Bryden raised two specific concerns about the legislation as currently drafted.  He believes the bill, as currently worded, offers too much latitude to organizations to withhold personal information from consumers.  Secondly, he believes the law will allow charities and direct marketers to continue to use and trade in sensitive personal information without personal consent.  Both of these issues arise from the wording of Schedule I which contains the principles set out in the Canadian Standards Association Model Code for the Protection of Personal Information Can/CSA-Q830-96.

Mr. Bryden states that Schedule I leaves it up to organizations to determine what information is considered sensitive (e.g. religious affiliation, medical records or financial information).  He says in this regard that subscribers to prurient sex magazines (where the reader list is likely to be more sensitive) may end up with more protection than subscribers to more wholesome magazines such as Scientific American, Homemakers Magazine or religious magazines.
  Mr. Bryden would like to see “sensitive information” better defined within legislation. 

Mr. Bryden’s second point and major concern has to do with his perception that charities or direct marketing organizations can keep and continue to use personal information while the law may prevent individuals from obtaining personal information about themselves because it cannot be disclosed for legal, security or commercial proprietary reasons, or because it is subject to solicitor-client privilege (Schedule I, 4.9). 

Mr. Bryden suggests that charities or other organizations will be able to withhold this information, claiming it is either sensitive or proprietary.
   

Mr. Bryden’s concerns about lists of charitable donors was emphasized by his production of a list of all of the Canadian non-profit organizations that have placed their donor lists with a U.S. direct marketing agency.  According to Mr. Bryden, this list of “Hotline Canada wealthy donors, 502,000 names” included 73,000 Canadian Jewish donors to B'nai Brith.  From the same list, he added that names are available for donors to the Canadian Abortion Rights League and the International Planned Parenthood Federation, as well as members of the National Action Committee on the Status of Women, donors to the National Anti-Poverty Organization, and National Gay and Lesbian Rights Supporters.

Mr. Bryden also mentioned the ability to buy time on various spy satellites which can peer down into people’s backyards.
 

Views of the Reform Party

Six Reform Party MPs spoke to the bill, including Garry Breitkreuz (Yorkton—Melville), Ken Epp (Elk Island), Paul Forseth (New Westminster—Coquitlam—Burnaby), Jay Hill (Prince George—Peace River), ), Rahim Jaffer (Edmonton—Strathcona), and Werner Schmidt (Kelowna).  Mr. Jaffir is a Vice-Chair of the Industry Committee and the sole Reform member of the Industry Committee to speak to the bill.

The Reform Party calls Bill C-54 a good beginning, but incomplete.  They raised a number of specific points about the bill, which are enumerated below, but also some general comments about the government’s tendency to over-regulate business, and hence, discourage entrepreneurship in Canada
.  Reform wonders if passage of this bill could somehow force those who want to do business over the Internet to establish themselves outside Canada.  Reform is also concerned about new taxation of economic transactions over the Internet  

Reform notes the Canadian Direct Marketing Association (CDMA) support for Bill C-54, warning that any amendments that would change the rules governing consent should be examined carefully so as not to create an unduly restrictive business environment for direct marketers.  

Reform also supports the notion that information collected by government that then becomes part of the public record should be accessible to business without consent.  Reform states that, if only the government can use this information in a commercial manner, namely by selling it to private sector businesses, it amounts to unfair government competition for information trading, which is an important element of the direct marketing business. 

Reform also mentioned the new Canadian Medical Association (CMA) Health Information Privacy Code.
  Reform supports this example of industry self-regulation, noting that blanket policies for electronic privacy protection might not be sufficient for the clearly different needs of the patient-doctor relationship.

With regard to specific comments on Bill C-54, Reform noted a number of areas in the Schedule to the bill (Schedule I) that are confusing and open to interpretation.  These include the following:

4.2.4 of Schedule I states: 

When personal information that has been collected is to be used for a purpose not previously identified, the new purpose shall be identified prior to use. 

Reform notes, however, that 4.2.3 states: 

The identified purposes should be specified at or before the time of collection to the individual from whom the personal information is collected.  Depending upon the way in which the information is collected, this is can be done orally or in writing.  An application form, for example, may give notice of the purposes. 

Reform suggests this creates a contradiction or source of confusion.  Citing the fact that “should” indicates a recommendation only
, Reform suggests, therefore, it is not obligatory to inform the individual as per 4.2.3 and the individual need only be informed if the information is subsequently used for a non-previously identified purpose.  

Reform states that, if business wanted to protect itself from information use limitations they would never state the purpose; they could then do whatever they want because 4.2.4 would not apply.
 

Reform also raised concerns about the lack of clarity over how potential conflict of interest situations should be addressed.  Reform raises the example of an individual having a loan with a bank which (with consent) can use personal information in other parts of their operations.  According to Reform, if the bank has an insurance subsidiary and the individual suffers ill health which, at least in the mind of the bank, places in jeopardy the ability to repay the loan, a conflict of interest situation arises for which there are no clear rules.
   

With regard to cryptography (which is alluded to in Part II of the bill on the use of electronic documents), Reform believes the law should clearly state that the government may not or shall not interfere with the encryption systems that various industries may use in doing their business.  Reform states that there must be no limit on business or individuals being able to use any strength of cryptography (see comments on the government’s new cryptography policy in NDP section of this document).  Reform also counseled the government to work with the private sector on encryption issues as private companies deal with encryption every day when providing data security to their clients.  Reform has concerns that ineffective cryptography for electronic digital signatures, particularly when used for processes such as bidding on government contracts, could result in bid-rigging and other undesired results. 

Views of the Bloc Québécois

In total, 23 of the 45 Bloc Québécois (BQ) Members spoke in opposition to bill C-54 during second reading.  These speakers included both Antoine Dubé (Lévis) and Francine Lalonde (Mercier) who are both members of the Industry Committee.  Due to the large number of BQ speakers, they are not listed individually.  Their views are consolidated as follows.

The BQ is opposed to Bill C-54 for a large number of reasons.  First, is the title of the proposed legislation, which the Bloc maintains erodes the concept of privacy as a fundamental human right.  Bill C-54 establishes as its primary purpose “to support and promote electronic commerce by protecting personal information that is collected, used or disclosed in certain circumstances.”
 

The Bloc maintains this human rights emphasis underscores Quebec’s Bill 68, An Act respecting the protection of personal information in the private sector, and should underscore federal legislation as well.  The Bloc specifically alludes to statements such as the UN Universal Declaration of Human Rights
 and references to privacy protection within the Canadian Charter of Rights and Freedoms
  The Bloc also referred to the extensive recommendations on privacy as a basic human right brought forward in “Privacy: Where do we draw the line?”, the Standing Committee on Human Rights and the Status of Persons with Disabilities.

More specifically, the Bloc cites the human rights nature of privacy protection within Quebec legislation.  The 1975 Quebec Charter of Human Rights and Freedoms states that “Every person has a right to the respect of his or her privacy” (section 5) and Chapter III of Quebec's Civil Code entitled “Respect of Reputation and Privacy,” states “Every person has a right to the respect of his reputation and privacy.  No one may invade the privacy of a person without the consent of the person or his heirs unless authorized by law.” (section 35).

The Bloc states the focus of this new bill serves primarily to promote electronic commerce and will not do justice to the privacy concerns of Canadians.  According to the BQ, there are limitations within the bill that will affect all Canadians, and specific limitations that will undermine the much higher privacy protection currently enjoyed by Quebeckers.  

The general limitations in the bill that will affect all Canadians include the “conditional” nature of the CSA Code (Schedule I)and the exclusion of non-commercial activities from the scope of the bill.  In addition, the Bloc descries the lack of powers granted to the Privacy Commissioner to make orders, forcing citizens to go to court if they are unhappy with the Privacy Commissioner’s recommendations or mediation efforts after waiting for the Commissioner’s report.  

The Bloc notes repeatedly the use of the word “should” to indicate a recommendation which does not impose an obligation, with particular reference to clause 4.2.3 and 4.2.5
  

The Bloc states that this proposed law will be weaker than the existing federal Privacy Act which states that government institutions “shall inform any individual from whom the institution collects personal information about the individual of the purpose for which the information is being collected – subclause 5 (2).
  The Bloc also wonders how the Privacy Commissioner can proceed to investigate and resolve complaints based on non-compliance with recommendations, as per clause 11 (1) of the bill when such obligations are not binding on business. 

The Bloc is concerned about use of the phrase “reasonable effort” in ensuring that individuals are advised of the purposes for which information will be used.  The Bloc suggests this will invoke legal challenges over how far companies must go in ensuring individuals are advised before using their information for all kinds of other purposes.  The Bloc is opposed to information use under a “default clause” which they claim is not allowed under Quebec’s law
 

The Bloc also notes clauses 4.5.3 which states “Personal information that is no longer required to fulfil the identified purposes should be destroyed, erased, or made anonymous” and 4.9.1 which includes the statement that “Organizations are encouraged to indicate the source of this information” when responding to access requests. 

In addition, the Bloc refers to subclause 7 (1) (b) in the main body of the bill which states that an organization may collect personal information without the knowledge or consent of the individual only if (among other clauses) “it is reasonable to expect that the collection from the individual would compromise the accuracy of the information or defeat the purpose or prejudice the use for which the information is collected.”

The Bloc argues that this clause will allow organizations such as Equifax to collect, legitimately and without knowledge or consent, information about individuals primarily from third sources, in cases where they perceive individuals would not want to divulge the information.
The Bloc points out that, unlike Quebec’s Act, information of a non-commercial nature, such as medical, legal or judiciary, tax, school, family data, plus many other types of data, is excluded in Bill C-54. 

The Bloc is also concerned about the status of public domain data, and wants to see rules put in place that would forbid businesses from selling this type of information.

In addition to these exclusions and concerns about the schedule, the Bloc believes the bill provides too few powers to the federal Privacy Commissioner and will force citizens to rely on the courts to resolve personal information use issues.  The Bloc also protests that the Privacy Commissioner will be accountable to parliament (specifically the Governor in Council) as per the existing provisions of the federal Privacy Act.
  

The Bloc argues that, since the Privacy Commissioner can only conduct investigations and issue recommendations, citizens will have to go to court in cases of non-compliance.  Under Quebec’s private sector privacy law (Bill 68), the Commission d’accès à l’information “may make any order it considers appropriate to protect the rights of the parties and rule on any issue of fact or law.” (section 54 of Bill 68)

The Bloc also points out that Section 45 of the Quebec Act allows a group of persons, having an interest in the same subject of disagreement to submit an application to the Commission through a representative.  No such provision exists in Bill C-54.

The Bloc also claims the new federal legislation will not meet the standards of the European Directive since non-commercial information, such as medical data, income tax information or information included in personal correspondence is not protected.

With regard to how the proposed federal privacy legislation will erode the current level of personal information protection of Quebec citizens, the Bloc repeatedly pointed to the example of a store employee working in Montreal and seeking personal information on an employee file, where the store’s head office (and the employee files) are located in Toronto.  

The Bloc maintains that the store can say this request for personal information now falls under the federal legislation because it is interprovincial
.  However, since the request is not in the nature of a commercial transaction or activity
, rather a labour relations issue, the request can be denied.  The Bloc holds that the same result may apply for medical files or any other personal information where the information resides outside of Quebec and where the information would not be part of a commercial transaction.
 
The Bloc’s other major contention about the erosion of Quebec’s existing privacy protection is Clause 27 of Bill C-54, which allows the Governor in Council (federal Cabinet) to make regulations regarding the application of the proposed law, including amending Schedule I to reflect revisions to the CSA Code.  The Governor in Council can also exempt an organization, activities or class from the application of the federal legislation, if the Governor in Council is satisfied that legislation within a province is substantially similar to the federal legislation as it pertains to an organization, activity or class.

The Bloc says the wording of Clause 27 offers only vague assurances and they want a clear guarantee within the legislation that Quebec’s Act (i.e. a legal decision, not a political decision) will continue to apply.  The Bloc suggests the bill clearly state that if a province has equivalent legislation, that legislation will apply. 

The Bloc also wants a way to amend the law in future, through a parliamentary process, that would not cede these powers to the Governor in Council.  The Bloc is also concerned that industries normally subject to the legislation will be in a position to amend the legislation without parliamentary debate and with the minister's consent, through the CSA code amending processes.

In raising this jurisdictional issue, the Bloc also points out that federally incorporated companies operating in Quebec may choose to be regulated by the federal legislation and, thus avoid the more comprehensive Quebec private sector privacy law.
  This, according to the Bloc, would create a two-tier system in the private sector, and lead to more legal wrangling over the interpretation of both pieces of legislation.

Views of the New Democratic Party 

NDP speakers on this issue were Nelson Riis (Kamloops, Thompson and Highland Valleys), Angela Vautour (Beauséjour—Petitcodiac), Dick Proctor (Palliser), and Bev Desjarlais (Churchill,).  Chris Axworthy, the NDP member on the Industry Committee, Industry Critic did not speak to the bill.

Along with the Bloc Québécois, The NDP voted against the bill at second reading, stating that it does not go far enough and that there are some flaws in the Schedule (these were not specifically enumerated).  The NDP’s major concerns are not about the wording of the legislation,
 but about the impacts of electronic commerce on employment and on intensifying the disparity between haves and have-nots in society. 

The NDP believes greater use of electronic commerce will result in thousands of job losses, making many types of jobs redundant (e.g. data processors and bookkeepers,). 

The NDP also raises the issue that the online environment has become a haven for those who traffic in activities such as child pornography. 

The party notes that while Bill C-54 incorporates provisions related to the admissibility of electronic documents and the validity of secure electronic signatures, it does not address the use of encryption technology.  

The party notes that the government has indicated no concern about the licensing of encryption software and has not demanded any sort of access mechanism that would allow it to intercept and decode encrypted messages.
  

The NDP believes that, without mandatory access mechanisms, law enforcement agencies would have their ability to thwart child pornographers severely curtailed, and the federal Privacy Commissioner would have little power to actually see whether personal information is being mishandled and transferred illegally.  

The NDP believes Canadian law enforcement agencies must be permitted to fulfill their basic obligations to protect the public, citing other countries, including the United States, France, Russia, Australia and New Zealand that are opposed to unrestricted cryptography. 

The NDP raised the growing disparity between those who have access to the Internet (variously stated by the NDP as either 13% or 30% of Canadians) and those who do not.  Citing exorbitant increases in the cost of local phone services in rural areas due to the end of traditional cross-subsidization of rural telephone rates by long-distance and business use, the NDP asks how a farmer in rural Saskatchewan can be expected to invest in a second line for Internet purposes if these service charges are not kept affordable?  The NDP noted concerns raised at the recent OECD conference in Ottawa about the development of a select technological elite, while the vast majority of people would remain marginalized. 

The NDP says the costs of participating in electronic commerce are prohibitive and create an economic disadvantage for small and medium size businesses which cannot afford the fees charged by banks for setting up secure on-line ordering services. 

Views of the Progressive Conservative Party

Jim Jones (Markham) and Scott Brison (kings-Hants) were the only two members of the Conservative Party to speak to Bill C-54.  Mr. Jones is a member of the Industry Committee.  

The Conservative Party supports the bill as an important step forward in electronic commerce, stating that electronic commerce will reduce and eliminate interprovincial trade barriers in Canada.  According to Scott Brison, a 10% increase in interprovincial trade would bring about 200,000 more jobs for Canadians. 

The party did not raise specific concerns about the wording of the bill.  The party believes it is necessary to strike a balance between the privacy of Internet users and the legitimate marketing efforts of Canadian businesses.  Mr. Jones did, however, specifically mention a desire not to see “a repeat of the negative option billing fiasco we witnessed in the cable industry not that long ago.”  The party states furthermore that, if there is an error to be made one way or another, government should err on the side of personal privacy. 

The party did raise a number of ancillary problems that the government must address as it moves forward with this legislation and other electronic commerce measures.  These are enumerated as follows:

· The government needs to come up with a comprehensive plan that addresses uniformity in the digital marketplace, online eavesdropping by security forces, public-private online relationships, competition, the role of small and medium enterprises, and Canadian heritage and culture.  

· The party is specifically concerned that new e-commerce legislation not provide artificial incentives to any groups, and that tax legislation continues to be fair and equitable.  The party cites instances where online retailers are not required to collect sales taxes when goods are shipped to other provinces (consumers are responsible for voluntarily remitting their own sales taxes to the provinces in which they reside). 

· The party further states that Canada remains uncompetitive with a tax system, regulatory burden and inherent structural deficiencies that need to be addressed.  The party calls on government to begin “eliminating interprovincial trade barriers, reducing the tax burden, reducing the regulatory burdens and allowing Canadians to grasp the levers of the free market in a global sense” (Scott Brison).

· The party is not in favour of regulation of content on the Internet.  The party views the Internet as expanding at a rate which far exceeds the ability to respond with legislation, and that national laws, when imposed, cannot address the global dimensions.  Therefore government will have to rely on the private sector to produce new technology which individuals can use to access or eliminate specific Internet content as they see fit. 

· The party also spoke to the need to address the gap between those who can afford access to the Internet and those who cannot.
  The party offered no solutions to this issue, stating merely that “we cannot accept that some might be disenfranchised.” 

· The party also raised concerns about growing Internet crime, including software theft, distribution of counterfeit software and other intellectual property, other copyright violations and hate crime.  The party says it is imperative that law enforcement officials have all the tools they need to deal with serious egregious offences committed over the Internet.  The party notes that Bill C-54 begins to deal with this issue in its amendments to the Canadian Evidence Act which would create an admissible provision which defines electronic signatures.  This, according to the party, will make it difficult for online fraudsters to lurk behind some perceived anonymity and may assist in the identification of hate promoters. 
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� One Liberal member cited a recent Nielsen survey of CommerceNet where it appears that 16% of those who use the Internet today are willing to use it for commercial transactions.  The majority of users surf the net either for their own personal benefit or to find out corporate information. 





� Mr. Bryden erred in raising one technical concern about the wording of the bill.  In Part I, Interpretation 


subclause 2 (1) (f) the French text refers to application of the Act to “les stations de radiodiffusion” which includes both radio and television broadcasting, while the English text refers to “a radio broadcasting station.”  Mr. Bryden suggests, therefore, that according to the English text, the CBC television network might not come under the Act.  In fact, the drafters of the legislation used the terminology of the Radiocommunication Act which defines “radio” as any transmission, emission or reception of signs, signals, writing, images, sounds or intelligence of any nature by means of electromagnetic waves of frequencies lower than 3,000 GHz propagated in space without artificial guide.  This obviously includes television. 


� The Author includes this point mostly to expose the curious habit of politicians to twist issues to play better for the public.  The CSA Code requires consent for all information uses, but the commentary within the Code does not attempt to describe the particulars of all potential uses.  It would be an onerous if not impossible challenge to describe and set rules for all potential information use situations and would defeat the flexibility required of business to make reasonable business judgments based on the privacy principles and the balancing of privacy protection with legitimate business use of information.  The specific reference cited by Mr. Bryden (4.3.4 of the Schedule) addresses the form of consent (express or implied) for sensitive versus less sensitive information.  In every case, some form of consent consistent with the nature of the information is required for both primary and secondary use of all personal information.  





� The application of the legislation to charities is discussed further under the Bloc Québécois section of this document.  Here, it is worth noting, however, that in cases where provision of an entire information file would reveal confidential commercial information, the bill requires that all non-commercially sensitive information be severed from the record and provided to the individual.  See clause 9 (3).  The extent to which organizations may choose to, or successfully be able to, skate around this provision is open to question. 





� “Private Ventures Hope for Profits On Spy Satellites”, an article by William J. Broad in The New York Times, Feb. 10, 1997, stated that new American-made satellites to be launched in April or May of 1997 were designed to see objects on the ground as small as a yard or so in diameter – such as cars and hot tubs.  


Competitive satellite systems, to be operated by Earthwatch Inc. of Longmont, Colo., Space Imaging Inc. of Thornton, Colo., Boeing and other companies, will allow anyone with a credit card “to peer down from the heavens into the compounds of dictators or the backyards of neighbors with high fences.”  This commercial use of spy satellite technology was approved by the Clinton Administration in 1994 to help aerospace companies facing post-cold-war contractions and to challenge foreign rivals in the emerging industry of civilian surveillance from space.  A February 16, 1998 news release from the US Libertarian Party says the new satellites are being used by US state and county governments to spot property improvements that might increase property tax assessments and to discover which farmers don't have irrigation permits. 





� Reform MP Paul Forseth cited an article in the Financial Post by Neville Nankivell stating that the Fraser Institute estimates compliance costs to the economy could now be as much as $83 billion compared to the $58 billion in the mid 1970s, and that regulatory business is a growth industry in Canada, but not the kind that is good for the economy and jobs. 





� The CMA Health Information Privacy Code was approved in principle at the 131st meeting of the General Council of the CMA in Whitehorse, September 6-9, 1998.  The code articulates principles for protecting the privacy of patients, the confidentiality and security of their health information, and the trust and integrity of the therapeutic relationship.  The CMA proposes that all existing and proposed health information laws be made consistent with the provisions of the code. 





� Subclause 5 (2) of the bill states that: The word “should” when used in Schedule I, indicates a recommendation and does not impose an obligation.





� Reform overlooks important components of the CSA Code.  Under Principle 3, the knowledge and consent of the individual are required for the collection, use, or disclosure of personal information, except where inappropriate.  Principle 2 only addresses the requirement for the organization to define and document purposes and state those purposes to the individual as a requisite to obtaining consent.  This is the “knowledge” component of knowledge and consent.  Clause 4.2.3 must be read in conjunction with clause 4.3.1 under Principle 3, which states that “Typically, an organization will seek consent for the use or disclosure of the information at the time of collection.  In certain circumstances, consent with respect to use or disclosure may be sought after the information has been collected but before use.”  N.B. It is always preferable, whenever possible, to fulfil the knowledge and consent requirements at or before the time of collection since this prevents the possibility of inadvertently collecting and using data.   





� Clause 2 (1) of the bill (definitions) defines “use” of personal information to include transfer within an organization.  Transfer to a subsidiary would constitute a new use which would require the knowledge and consent of the individual.  Organizational codes should be very clear on all of the purposes, use limitations, and potential impacts of transferring data from one organization to another.  This is a potentially serious issue.  Time magazine reported how a Maryland banker on the state health commission pulled up a list of cancer patients, cross-checked it against the names of his bank’s customers and revoked the loans of the matches (“The death of Privacy”, Joshua Quittner, August 25, 1997).





� The full title of bill C-54 is “An Act to support and promote electronic commerce by protecting personal information that is collected, used or disclosed in certain circumstances, by providing for the use of electronic means to communicate or record information or transactions and by amending the Canada Evidence Act, the Statutory Instruments Act and the Statute Revision Act.”





� Article 12 of the 1948 Universal Declaration of Human Rights, to which Canada is a signatory, states that “No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation”.





�  While a right to privacy is not specifically identified within the Canadian Charter of Rights and Freedoms, the courts have widely interpreted sections 7 and 8 of the Charter to encompass privacy protections.  Section 7 states that “Everyone has the right to life, liberty and security of the person and the right not to be deprived thereof except in accordance with the principles of fundamental justice.”  Section 8 stipulates that “Everyone has the right to be secure against unreasonable search or seizure.” 





� Among other points, this report stated that “Everyone is the rightful owner of their personal information, no matter where it is held, and this right is inalienable.  Everyone is entitled to expect and enjoy anonymity, unless the need to identify individuals is reasonably justified.”


� Clause 4.2.3 of schedule I states that “The identified purposes should be specified at or before the time of collection to the individual from whom the personal information is collected.  Clause 4.2.5 states that “Persons collecting personal information should be able to explain to individuals the purposes for which the information is being collected.”





� As explained in another footnote, knowledge and consent of the individual are required under the CSA Code for any collection, use, or disclosure of personal information, except in limited and prescribed circumstances.  The clauses referred to by the Bloc deal more with the practical issues of when and how knowledge is provided prior to obtaining consent for use.





� The Bloc is wrong on this score.  The CSA clause cited also requires that the purposes “be stated in such a manner that the individual can reasonably understand how the information will be used or disclosed.”  This is very similar to Quebec’s Bill 68 which allows communication of information to a third party or use of information for new purposes, provided consent is provided that is “manifest, free and enlightened, and … given for specific purposes” and “valid only for the length of time needed to achieve the purposes for which it was requested”( section 14).  Sections 22 and 23 of Quebec’s Act impose specifically looser rules for use of nominative data (name, address and telephone numbers) for commercial and philanthropic prospection by providing that only a valid opportunity to refuse the use or communication of nominative information is required.  This would be in line with the implied consent or “check-off box” provisions of the CSA Code, at least as applied to nominative data.


� Section 53 (2) states that “the Privacy Commissioner holds office during good behaviour for a term of seven years, but may be removed by the Governor in Council at any time on address of the Senate and House of Commons.”  





� No provision exists in Bill C-54 to limit or prevent such an action either.


�  The European Directive on the protection of individuals with regard to the processing of personal data and on the free movement of such data was slated to come into force on October 24, 1998, but has been temporarily postponed.  Unlike Bill C-54, the European Directive applies to all personal data related to an individual’s identity, including physical, physiological, mental, economic, cultural or social identity.  Classes of data processing (e.g. processing by charities), other than by a natural person in the course of a purely personal or household activity, are not excluded.  However, the transfer of data from EU to non-EU countries can take place under Article25 and 26 of the EU Directive where “an adequate level of protection” exists for the type of data to be transferred.  Thus, under Bill C-54, most commercial data transfers between Canada and an EU country would likely meet the terms and requirements of adequacy within the EU Directive.





� Subclause 4 (1) (b) states that the legislation is intended to apply to every organization in respect of personal information that “the organization collects, uses or discloses interprovincially or internationally.”  Subclause 4 (1) (C) states that the legislation is intended to apply to every organization in respect of personal information that “is about an employee of the organization and that the organization collects, uses or discloses in connection with the operation of a federal work, undertaking or business.” 





� Subclause 4 (1) (a) states that the legislation is intended to apply to every organization in respect of personal information that “the organization collects, uses or discloses in the course of commercial activities.”





� The Bloc errs on many points in its analysis.  First of all, it is debatable whether the term “commercial activities” can be defined so narrowly so as to exclude employee files.  It could be argued that the commercial activity of an enterprise includes, by definition, any collection, use or disclosure of information related to the employees of that enterprise.  Even if this were not the case, Bill –54 specifically includes any personal information about employees.  Employers could not use a narrow definition of “commercial activity” to override this specific inclusion.  Lastly, the Bloc omits in their analysis that Bill C-54 is not intended to over-ride Quebec’s existing legislation (Bill 68).  This last point is discussed in subsequent comments on the Bloc position. 





� If the Governor in Council makes no such determination about provincially regulated activities, all provincially regulated activities of a commercial nature will fall under the federal law three years after the coming into force of the legislation.  In the first three years, the legislation will apply only to defined federal undertakings, including banks, the broadcasting sector, the telecommunications sector and interprovincial transportation.





� A CSA Technical Committee on privacy, comprised of industry groups, government representatives including privacy commissioners, and consumer groups has been established to review the CSA Code on a periodic basis.





� The Bloc cites the report on Privacy and Financial Services in Canada by Richard C. Owens of Smith Lyons which was part of the Task Force on the Future of the Canadian Financial Services Sector (MacKay) Report.  Owens states that on a literal reading, Quebec’s private sector privacy act applies to banks as well as other financial institutions.  However, Owens also goes on to say that federal regulations may preclude the application of provincial privacy legislation.  For a more detailed analysis, see pp. 65/66 of the Owens report.





� The NDP states that “Bill C-54 significantly strengthens the office of the Privacy Commissioner and allows Canadians a means of recourse against those who abuse confidential personal data.  New Democrats support these provisions in principle and feel they are long overdue “(Nelson Riis).





� On October 1, 1998, the federal government unveiled Canada’s new Cryptography Policy.  The policy allows Canadians to develop, import and use whatever cryptography products they wish and does not impose mandatory key recovery requirements or a licensing regime.  Industry will be encouraged to establish responsible practices such as key recovery techniques for stored data, while Canadian cryptography producers will be able to export their products globally within the framework of the existing international Wassenaar Arrangement.  Proposed amendments to the Criminal Code and other statutes would criminalize the wrongful disclosure of keys, deter the use of encryption in the commission of a crime, deter the use of cryptography to conceal evidence, and apply existing interception, search and seizure and assistance procedures to cryptographic situations and circumstances.  As indicated by the NDP, the policy does not provide for mandatory key recovery schemes designed to assist law enforcement agencies.  Such schemes were opposed by most parties, including civil liberties groups, commenting on the government’s proposed cryptography policy.  For more information, see Industry Canada’s Strategis web-site.


�  NDP comments on bill C-54 also spoke to this issue at length.
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